Student and Staff Technology and Network
Acceptable Use Policy

l. PURPOSE AND SCOPE

DC Public Schools (DCPS) provides students and staff with access to internet, data, and network systems

(DCPS network). DCPS also provides students and staff with access to computers, tablets, devices, and
other technology,
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I1l.  KEY TERMS AND DEFINITIONS

Artificial Intelligence (Al) means a branch of computer science dealing with the simulation of
intelligent behavior in computers.

DCPS Network means internet, data, and network systems provided by DCPS to all DCPS
students and staff.

DCPS Staff means all DCPS employees (full or part-time), contractors, agents, representatives,
volunteers, or any other individual acting on behalf of DCPS who have access to the DCPS network and
DCPS technology.

DCPS Technology means computers, tablets, devices, and other technology provided by DCPS to
students and staff.
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disciplinary reasons for the remainder of the school year or longer, in accordance with local education
agency policy.

Personal Information means information that, when used alone or in combination with other
relevant data, can identify an individual. Personal information includes but is not limited to full name;
home or other physical address; screen name or username where it functions as online contact

Progressive Discipline means an employee disciplinary system that provides a graduated range
of responses to employee performance and/Zd DZYEZDt DIZdIGWE W~ DTZ0IGEESIG ESEDIDIRYG E4GDE
include verbal counseling, warning, reprimand, and adverse action.
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schedule as a disciplinary consequence, during which time the student either remains on school grounds
under the supervision of school personnel or the student is not allowed on school grounds.

V. REQUIREMENTS

A. General

DCPS provides and authorizes the use of the DCPS network and DCPS technology to staff and students.
By providing and authorizing use of technology resources, DCPS does not relinquish ownership or
control over technology and materials on DCPS provided systems. Except as described below, there is no
expectation of privacy related to information stored or transmitted over the DCPS network or in DCPS
systems, and DCPS reserves the right to access, review, copy, store, or delete any files stored on DCPS
technology or in DCPS network accounts and all communication using the DCPS network. Electronic
messages and files stored on DCPS computers or transmitted using DCPS systems may be treated like
any other school property. DCPS staff may review files and messages to conduct investigations, comply
with legal requirements, maintain system integrity, and, if necessary, to ensure that technology and
network users are acting responsibly and in alignment with this policy. All accounts created by DCPS for
students or staff may be monitored by DCPS.
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1. Students

DCPS will provide notice of this policy through the annual enrollment process, and all parents and adult
students will be asked to acknowledge receipt. Students and parents may be required to sign a Student
Technology and Network Responsible Use Agreement (Student Responsible Use Agreement), included in
the Appendices and available on the DCPS website. The Student Responsible Use Agreement outlines
responsible use and prohibited activities for students using DCPS technology or accessing the DCPS
network. Schools may also require students and parents to sign school-specific agreements that detail
technology check in/check out processes, identify school staff with specific technology-related roles, and
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and career development. Use of the DCPS network is a privilege. Staff and students who violate any part
of this policy or related policies may be subject to cancellation of their privileges to use the DCPS
network and possible disciplinary actions.

Network access and bandwidth are provided to schools for academic and operational services. DCPS

reserves the right to prioritize network bandwidth and limit certain network activities that are negatively
impacting academic and operational services. Network users are prohibited from using the DCPS
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Students and staff
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Though addressed in other parts of this policy, the below uses of Al are specifically prohibited and will
be the subject of additional scrutiny:
I Bullying and Harassment: Students are prohibited from using Al in a way that could harm
themselves or others. Using Al tools to manipulate media to impersonate others is prohibited.
I Plagiarism and Cheating: Students are prohibited from submitting Al-generated work as their
original work or using Al to answer test, exam, or other assignment questions (unless directed
to do so by their teacher).

Consistent with the DCPS Safe and Positive Schools Policy,'° staff must implement disciplinary

responses, beginning with the least severe appropriate response within the range of permissible
disciplinary responses. This range could vary from providing an opportunity to re-
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The search or compelled production must be limited to data accessible from the account or device or
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Student Technology Responsible Use Agreement

As a responsible user of technology:

A. 1 will treat my DCPS device with respect, taking care not to drop or damage it.
I will follow school rules about checking out and returning my DCPS device.
| will immediately report to a teacher or staff member if my DCPS device is damaged or not
working properly.
| will keep my device indoors in a secure location whenever | am not using it.

B. [will protect my personal information.
| will not share my DCPS device, username, or password with anyone (unless | am an early
childhood learner or student who requires support to use my account).
I will save my work in my DCPS Office365 OneDrive and log out of my accounts and programs
when | finish working.
[ will inform a teacher immediately if | think or know someone has used my account.

C. lwill use my device only for schoolwork.
I will only download, install, or use software, apps, browser extensions, or media files, if my
teacher gives me permission to do so.
I will avoid resources that are inappropriate, offensive, or illegal. If | see inappropriate material
online, | will immmediately report it to a teacher or staff member.

D. [Iwill use my digital citizenship skills and treat people with kindness.
| will use respectful and appropriate language.
/ & PIZDGAlL) AGTGAGYDG Z4SGaE 112a0 AYE N4l YZ4 DIAGAGNG
| will fact check information before | share it online.
| will use Al in a responsible and ethnical manner that respects the privacy of all, does not bully
or harass others, and does not plagiarize or cheat on schoolwork.

Outcomes for Irresponsible Technology Use

You will lose access to the DCPS network or DCPS technology for increasing periods of time under DCPS
student discipline regulations and policies. Under certain circumstances, DCPS staff may be allowed to
search and access all files located on the DCPS network or saved on DCPS devices at any time. Under
certain circumstances, DCPS staff may be authorized to search your personal media account or device or
require you to produce data from my personal media account or device.

Protocol for Stolen or Accidently Damaged Devices

If your device was stolen or damaged, you must immediately notify a teacher or staff member as soon
as possible because DCPS must file a police report within five calendar days of a suspected theft in order
for the device to be tracked. You will not be held responsible for costs associated with the stolen or
accidentally damaged device. Your partnership with DCPS is greatly appreciated in this scenario.

Examples of Unacceptable Technology Use:

{ Eating or drinking near a DCPS device;
I Writing, drawing, or attaching stickers on a DCPS device;
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Student Technology Responsible Use Agreement
Acknowledgement Form

Students: | have read the DCPS Student and Staff Technology and Network Acceptable Use Policy and
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Staff Technology Responsible Use Agreement
Acknowledgement Form

| have read the DCPS Student and Staff Technology and Network Acceptable Use Policy.

1. lagree to use the DCPS network and any DCPS device issued to me responsibly under the rules
listed in the Acceptable Use Policy. | understand that if | do not follow these rules, | may receive
consequences under DCPS discipline rules and policies and DC law and regulations.

2. Iflamissued a laptop by DCPS, | acknowledge that the laptop is owned by DCPS. The laptop is
loaned to me to be used for work purposes only and in accordance with the DCPS Student and
Staff Technology and Network Acceptable Use Policy.

3. Iflamissued a laptop by DCPS, | am responsible for any costs associated with repairing damage
caused by my negligence or intentional actions while the laptop is on loan.

4. If lamissued a laptop by DCPS, the laptop must be returned to the DCPS IT team
(AssetAdmin@k12.dc.gov
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